Outlook Money
http://money.outlookindia.com/

Directory Listing Allowed and Open access to
User's Personal information including
Name,Address,E-mail,Phone No.,Mobile No. etc

Reported by : Raxit Sheth
E-mail: raxitsheth2000@gmail.com
Author : Raxit Sheth

Disclosure Timeline
reported time: Jun 21,2009, 12:59 pm
Fixed & Confirmation : Jun 22, 20009, 7:09 PM

Raxit Sheth [raxitsheth2000@gmail.com]


http://money.outlookindia.com/

PoC and How to ?
[Plesae do not try this has been fixed.]

1. View source of http://money.outlookindia.com/
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2. Trying http://money.outlookindia.com/sfa/ [not worked !!! :( ]

rectory Listing Denied - Mozilla Firefox
Fle Edit Wew History Bookmarks Tooks Help
77 - |[Cl- hmiep £

@ 5 far [ L] | http:fimoney. outioakindia,com(sfaf
»

[ Most visited P Getting Started i | Latest Headines | Customize Links | ] Free Hotmail | ] httpifjimages.orkutic... | ] httpi/fimages.orkut.c... | ] windows Marketplace | | http:ffimages.orkut.c... || Windaws Media | | windows

v| Search T FOF

pdf -

4 Google Image Result for http:ffemh.. | ] MobileaMumbai -mamum--Mumbai Gty ...

J | | '] pirectory Listing Denied &l | ] 118.62.71.58 - sfaf =

Directory Listing Denied

This Virtual Directory does not allow contents to be listed,
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3. Let me try with ip address !
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[To Parent Directory]
Saturday, May 26, 2007 12:41 PH 340 00001102.key
Tuesday, June 15, 2007 2:03 PH 12695 4links.ipy
Tuesday, June 15, 2007 2:03 PH 12850 4links choosemad.dpy
Tuesday, June 18, 2007 Z:03 PH 12638
Friday, July 06, 2007 6:10 PH 4220 admin subs online bigoffer.asp
Tuesday, March 28, 2005 1:44 PH 14562 adovhs.inc
Thursday, August 24, 2006 2:56 PH 9918 ahmedabad gal.asp
Thursday, June 26, 2008 6:33 PH 1025 assured.htm
Tuesday, September 18, 2007 10:57 AN 465812 assured.ipg
Thursday, November 25, 2007 12:50 PH 984 assuredindia.htm
Wednesday, June 16, 2004 4:58 PH 1674 back.gif
Monday, Novewber 07, 2005 3:12 PH 17695 banguide order.asp
Friday, June 02, 2006 12:40 PH 24064 banguidesubform.doc
Friday, January 16, 2008 1:50 PH 33551 banner olp 160109.gif
Saturday, May 03, 2008 10:35 AN 18368 beach guide.asp
Saturday, May 03, 2008 10:35 AN 10767 Beach-Cover.gif
Saturday, May 03, 2008 10:36 AM 24576 beachguideform.doc
Honday, October 06, 2003 4:46 PH 1825 BillToiddress.asp
Thursday, June 17, 2004 11:11 A 130152 honanza offerl.gif
Thursday, June 17, 2004 11:10 AM 50992 bonanza offerz.gif
Thursday, June 17, 2004 12:30 PH 7644 honanza term.htm
Wednesday, April 18, 2006 6:456 PH 1791 businessterms.asp
Thursday, September 07, 2006 3:33 PM 2750 ¢ con terms conditions.asp
Monday, October 06, 2003 4:46 PH 1250 CardInfo.asp
Friday, May 25, 2008 1:41 PH 157693 caresrds0. ipg
Monday, April 06, 2008 12:31 PH 153630 Career—360-Subs-AD.ipg
Vednesday, February 13, 2008 3:02 PH 16435 chennai guide.asp |
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4. Traversing more directories ! (this is just one sample directory

out of few more ! with many xls file, which was containing
personal informations like First name, last name, Postal address,
E-mail,Phone No., Mobile No. etc !)
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[To Parent Directory]
Tuesday, Decenber 13, 2005 11:04 AH 31145 20051213-11358.x1s
Tuesday, Decexber 13, 2005 11:05 AN 31145 20051213 11547.xls
Friday, Decewber 16, 2005 12:24 FH 33373 20051216-122434.xls
Friday, Decewber 16, 2005 12:25 FH 33373 20051216-122521.%ls
Friday, December 16, 2005 12:48 PH 33864 20051216 128837 vl
Honday, Decewber 13, 2005 1:37 FH 36368 20051218-133737. %18
Honday, December 13, 2005 1:38 PH 36368 20051219 133829, xls
Friday, December 0Z, 2005 4:0Z PH 1893 2005122-16227.%1s
Thursday, Decewber 22, 2005 10:45 AM 36705 20051222-108536.xls
Saturday, December 03, 2005 9:31 AH 3249 2005123 93133.xls
Honday, Decewber 05, 2005 10:43 AH 7765 2005125-1025847.%1s
Honday, Decewber 05, 2005 10:45 A 7765 2005125-104548.%1s
Honday, December 05, 2005 10:55 AH 7688 2005125 105533 .xls
Honday, Decewber 05, 2005 2:57 FH 5749 2005125-145743.%1s
Tuesday, Decexber 06, 2005 11:31 AN 12718 2005126 113138.xls
Tuesday, December 06, 2005 11:35 AN 12680 2005126-113646.xls
Tuesday, Decenber 06, 2005 11:33 AH 13044 2005126-113336.x1s
Tuesday, Decexber 06, 2005 12:1Z PH 13533 2005126 121255.xls
Thursday, Decewber 08, 2005 4:25 PH 21194 2005126-162514.%1s
Friday, Decewber 03, 2005 4:13 FH 23535 2005129-161342.xl5
Honday, January 16, 2006 12:31 PH 43767 2006116 123153.xl5
Friday, January 20, 2006 12:07 PH 45723 2006120-12722.%1s
Tuesday, January 31, 2005 4:07 PH 48040 2006131 16738.xls
Honday, January 09, 2006 9:58 AM 42408 200619-95816.x1=
Tuesday, February 14, 2006 10:43 AN 134 2006212-10433.%1s
Friday, Octoker 12, 2007 9:49 PH 0 20071012 214943.xls
Friday, October 19, 2007 3:51 PH 0 20071013-215140.x1s v
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Lesson Learnt:

1. Proper configuration of web server so it should
not show directory listing in anyway.

2. even it was not showing directory listing when
we entered domain name, but when we tried
with ip address, it was open :)

3. Do not put any file with critical information
which can be directly accessible from web.
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